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Université Montpellier II, Laboratoire I3S, UMR CNRS 5149
Place Eugène Bataillon CC 051, 34005 Montpellier Cedex, France

duquesne@math.univ-montp2.fr

Abstract. Using powerful tools on genus 2 curves like the Kummer
variety, we generalize the Montgomery method for scalar multiplication
to the jacobian of these curves. Previously this method was only known
for elliptic curves. We obtain an algorithm that is competitive compared
to the usual methods of scalar multiplication and that has additional
properties such as resistance to timings attacks. This algorithm has very
important applications in cryptography using hyperelliptic curves and
more particularly for people interested in cryptography on smart cards.

1 Introduction

In this paper we are dealing with the scalar multiplication on the jacobian of
curves defined over a field of large characteristic. One of the motivations is that
this operation is the main part in cryptography based on the jacobian of curves
which is becoming more and more popular. For elliptic curves, Montgomery [24]
developed a method for certain curves (which are said to be in the Montgomery
form) which allows faster scalar multiplication than the usual methods of expo-
nentiation for groups. This method has the extra advantage that it is resistant to
side-channel attacks which is very interesting for people who want to use elliptic
curves in cryptography on smart cards. The aim of this paper is the general-
ization of this method to genus 2 curves. In the following, K will denote a field
of characteristic k ≥ 7. For cryptographic application, the base field we have in
mind is IFp where p is prime.

2 The Montgomery Method for Scalar Multiplication on

Elliptic Curves

Let E be an elliptic curve defined over K by the equation

y2 = x3 + a4x + a6 .

Every elliptic curve defined over K is isomorphic to a curve given by such an
equation which is called the short Weierstrass form. The set E(K) of the points
P = (x, y) verifying this equation with x and y in K, forms (together with the
point at infinity) a group which will be denoted additively. The problem we are
interested in is the following :



Scalar multiplication

Given a point P ∈ E(K) and an integer n, compute nP as fast as possible.

Of course there are a lot of very old methods to do this, such as the classical
double and add algorithm and its variants (like the sliding window method). To
improve these algorithms one can choose other systems of coordinates (i.e. other
means to represent points on the curve) [4]. For example, the best-known coor-
dinates are projective ones. They are obtained by introducing a new coordinate,
usually called Z, which is the lcm of the denominators of x and y. Of course, x
and y are replaced by X and Y such that x = X/Z and y = Y/Z. This choice
of coordinates allows to avoid inversions, which are very costly operations. In
the following, we will work with projective coordinates for reasons of efficiency.
Nevertheless, the same work can be done with other systems of coordinates. The
algorithm we will present here is slightly different from the usual exponentia-
tion algorithms in the sense that the purpose is not to minimize the number of
operations but rather the cost of each operation.

2.1 The Algorithm

The original idea of Montgomery [24] was to avoid the computation of the y-
coordinate, so that one can hope that basic operations (doubling and adding)
are easier to compute. Since for any x-coordinate, there are two corresponding
points on the curve (x, y) and (x,−y), this restriction is equivalent to identifying
a point on the curve and its opposite. When trying to add two points ±P and
±Q, one cannot decide if the result obtained is ±(P + Q) as required or ±(P −
Q). Nevertheless, some operations remain possible like doubling since it is not
difficult to decide if the result is ±2P or the point at infinity. Unfortunately,
doubling is not sufficient for a complete scalar multiplication: one really needs
to perform some additions. In fact additions are possible if the difference P −Q
is known. The principle of the computation of nP is to use pairs of consecutive
powers of P , so that the difference between the two components of the pair is
always known and equals to P . The algorithm for scalar multiplication is as
follows:

Algorithm 1. Montgomery scalar multiplication algorithm on elliptic curves
Input : P ∈ E (K) and n ∈ ZZ.
Output : x and z-coordinate of nP .

Step 1. Initialize Q = (Q1, Q2) = (O, P ) where O is the point at infinity.

Step 2. If the bit of n is 0, Q = (2Q1, Q1 + Q2).

Step 3. If the bit of n is 1, Q = (Q1 + Q2, 2Q2).

Step 4. After doing that for each bit of n, return Q1.

In fact, at each step, Q = (kP, (k + 1)P ) for some k and we compute either
(2kP, (2k + 1)P ) or ((2k + 1)P, (2k + 2)P ) in the following step, so that we
always have Q2 − Q1 = P .
Let us note that contrary to double and add or sliding window methods, both



an addition and a doubling are done for each bit of the exponent. It is the price
to be paid to avoid the computation of the y-coordinate but we hope that the
gain obtained thanks to this restriction will be sufficient to compensate for the
large number of operations. That is the reason why the Montgomery form for
elliptic curves has been introduced. The interested reader will find more details
for this section in [24] or [26].

2.2 The Montgomery Form

An elliptic curve E is transformable into the Montgomery form if it is isomorphic
to a curve given by an equation of the type

Em : By2 = x3 + Ax2 + x .

It is easy to prove ([26]) that E is transformable in the Montgomery form if and
only if

– the polynomial x3 + a4x + a6 has at least one root α in K,

– the number 3α2 + a4 is a square in K.

Thus all elliptic curves are not transformable into the Montgomery form. Nev-
ertheless, since the two coefficients can be chosen arbitrarily in K, the number
of curves in such a form is of the same order as for general elliptic curves (for
example O(p2) if K = IFp).
Please note that the first condition means that there is at least one 2-torsion
point on the curve E, so that the cardinality of the curve is even.

2.3 Formulas for Doubling and Adding

Let us now describe the arithmetic of curves in the Montgomery form.

Proposition 1. Let K be a field of characteristic k 6= 2, 3 and let Em be an
elliptic curve defined over K in the Montgomery form. Let P = (Xp, Yp, Zp) and
Q = (Xq, Yq , Zq) ∈ Em(K) be given in projective coordinates. Assume that the
difference P − Q = (x, y) is known in affine coordinates. Then we obtain the X
and Z-coordinates for P + Q and 2P by the following formulas :

Xp+q = ((Xp − Zp)(Xq + Zq) + (Xp + Zp)(Xq − Zq))
2 ,

Zp+q = x ((Xp − Zp)(Xq + Zq) − (Xp + Zp)(Xq − Zq))
2

,

4XpZp = (Xp + Zp)
2 − (Xp − Zp)

2 ,

X2p = (Xp + Zp)
2(Xp − Zp)

2 ,

Z2p = 4XpZp

(

(Xp − Zp)
2 +

A + 2

4
4XpZp

)

.



In this way, both an addition and a doubling take 3 multiplications and 2 squares
each so that the cost of this algorithm is about 10|n|2 multiplications where |n|2
denotes the number of bits of n.
In the best case with usual scalar multiplication, one needs 4 multiplications
and 4 squaring just for doubling and more for adding. Thus, for curves in the
Montgomery form, this method is interesting. In practice, the gain obtained is
about 10 percent (compared in [6] for 192 bits with a sliding window method of
size 4 after a Koyama-Tsuruoka recoding [18] and using mixed jacobian modified
coordinates [4]).

2.4 General Case

We are now interested in a Montgomery method for scalar multiplication for
elliptic curves which cannot be transformed into the Montgomery form. In fact
the method for scalar multiplication is the same, we just need to have formulas
for doubling and adding. These formulas can be found in [1], [10] or [13]. Let us
recall them.

Proposition 2. Let K be a field of characteristic k 6= 2, 3 and let E be an
elliptic curve defined over K as described in Sect. 2. Let P = (Xp, Yp, Zp) and
Q = (Xq , Yq , Zq) ∈ E(K) be given in projective coordinates. Assume that the
difference P − Q = (x, y) is known in affine coordinates. Then we obtain the X
and Z-coordinates for P + Q and 2P by the following formulas :

Xp+q = −4a6ZpZq(XpZq + XqZp) + (XpXq − a4ZpZq)
2 ,

Zp+q = x(XpZq − XqZp) ,

X2p =
(

X2
p − a4Z

2
p

)2
− 8a6XpZ

3
p ,

Z2p = 4Zp

(

X3
p + a4XpZ

2
p + a6Z

3
p

)

.

Addition can be evaluated in 10 multiplications and doubling in 9. Thus, in this
way, the scalar multiplication can be performed in about 19|n|2 multiplications
in the base field. This method can even be optimized in most cases to 17|n|2 mul-
tiplications [7]. Of course, in this case, the algorithm is not interesting any more
compared with the usual methods. However, it can be useful in some situations
as we will see in the next section.

2.5 Use and Interest in Cryptography

In this section, we are dealing with elliptic curve cryptography. Elliptic curve
cryptosystems were simultaneously introduced by Koblitz [14] and Miller [23].
They are becoming more and more popular because the key length can be
chosen smaller than with RSA cryptosystems for the same level of security.
This small key size is especially attractive for small cryptographic devices like
smart cards. In all schemes (such as encryption/decryption or signature gener-
ation/verification) the dominant operation is the scalar multiplication of some



point on the elliptic curve. Hence, the efficiency of this scalar multiplication
is central in elliptic curve cryptography, and more generally in cryptography
based on the discrete logarithm problem. In the case where the curve is in the
Montgomery form, we saw in the previous sections that the Montgomery scalar
multiplication method allows to compute the multiple of any given point on the
curve faster than with the usual scalar multiplication algorithms. Unfortunately,
we also saw that some elliptic curves cannot be transformed into the Mont-
gomery form. This is for example the case for most of the standards. The reason
is really simple: any curve which can be transformed in the Montgomery form
has a 2-torsion point so that its cardinality is divisible by 2 and this is not ideal
for cryptographic use since we prefer to use curves with prime order.
In the general case, the Montgomery method can also be applied but is much
more time-consuming. Indeed, we need to perform both an addition and a dou-
bling for each bit of the exponent. This is not the case for example in the classical
double and add algorithm where we only have to perform an addition every two
bits on average (and even fewer with the sliding window method). Nevertheless,
this particularity allows to resist to side-channel attacks on smart cards which
is not the case with other algorithms.
This kind of attacks uses observations like timings [16], power consumption [17]
or electromagnetic radiation [28]. They are based on the fact that addition and
doubling are two different operations. In this situation, it is easy to decide, for
each bit of the exponent, if the algorithm (double and add for example) is per-
forming either a doubling (if the bit is 0) or a doubling and an addition (if the
bit is 1). Hence, it is easy to recover the whole exponent (which was the secret
key). Of course, various countermeasures have been proposed to secure the el-
liptic curve scalar multiplication against side-channel attacks [5]. For example,
if one wants to protect a double and add algorithm, one can perform extra, use-
less, additions when the bit of the exponent is 0. In this way, for each bit of
the exponent we perform both an addition and a doubling so that bits of the
exponent are indistinguishable, but this is of course time consuming.
With the Montgomery scalar multiplication method, we always have to perform
both an addition and a doubling for each bit of the exponent, so that this method
is resistant against side-channel attacks. Therefore it is always interesting even
with 19 multiplications at each step for general curves.
Of course elliptic curves in the Montgomery form are very attractive for people
interested in elliptic curve cryptosystems on smart cards since, on the one hand,
the scalar multiplication method is the most efficient one known to date and, on
the other hand, it is resistant to side-channel attacks. That is one of the reasons
why we want to generalize this method to hyperelliptic curves of genus 2.
Finally, for some cryptosystems, the x-coordinate of nP is sufficient but others,
like the elliptic curve signature scheme ECDSA, require the y-coordinates. To
recover it, we use the following result from [27] in the case of a curve in the
Montgomery form.



Proposition 3. Suppose that R = P + Q with P = (x1, y1), Q = (x′, y′) and
R = (x+, y+). Then, if y1 6= 0, one has

y+ =
(x′x1 + 1)(x′ + x1 + 2A) − 2A − (x′ − x1)

2x+

2By1

.

For general curves, it is also possible to recover the y-coordinate ([1]).

In order to generalize this method to genus 2 curves, let us first recall some
lowbrow background on these curves.

3 Background on Genus 2 Curves

First, let us note that every genus 2 curve is hyperelliptic, so that, in the follow-
ing we will not state that the curves we are interested in are hyperelliptic.
Moreover, we will concentrate on imaginary hyperelliptic curves. Since the char-
acteristic of the field K has been chosen different from 2 and 5, the hyperelliptic
curves we are interested in are given by an equation of the form

C : y2 = f(x) = x5 + f3x
3 + f2x

2 + f1x + f0 with f0, f1, f2, f3 ∈ K . (1)

Contrary to elliptic curves, the set of points on genus 2 curves does not form
a group. Thus, one can define the jacobian of C, denoted J (C) which is the
quotient of the group of divisors of degree 0 by the principal divisors. In the case
of elliptic curves, this jacobian is isomorphic to the curve itself. More details on
the definition of the jacobian can be found in [15]. Our purpose in this paper is
to give an algorithm for scalar multiplication in this jacobian. There are mainly
two means to represent elements in the jacobian. The first one is a consequence
of the Riemann-Roch theorem and says that a divisor class can be represented
by a couple of points (P1 = (x1, y1) and P2 = (x2, y2)) on the curve which are
conjugated over some quadratic extension of the base field K. The second one
makes explicit the correspondence of ideal classes and divisor classes and was
introduced by Mumford [25]:

Theorem 1. Let the function field be given via the irreducible polynomial y2 =
f(x) where f ∈ K[x] and deg(f)=5. Each non trivial ideal class over K can be
represented via a unique ideal generated by u(x) and y−v(x), u, v ∈ K[x] , where
u is monic, deg(v) <deg(u) ≤ 2 and u|(v2 − f).

The correspondence between these representations is that u(x) = (x−x1)(x−x2)
and v(xi) = yi with appropriate multiplicities. This Mumford representation was
used by Cantor to develop his algorithm to compute the group law on jacobians
of curves [2]. Several researchers such as Harley [12], or more recently Lange [19],
[20], [21] made explicit the steps of Cantor’s Algorithm and list the operations
one really needs to perform. They obtained explicit formulas for the group law
on the jacobian.

The basic objects are now defined and we can give an analog for genus 2 curves
of the Montgomery form for elliptic curves.



4 A Montgomery-like Form for Genus 2 Curves

4.1 Definition

In the following, we will say that a curve C is transformable into Montgomery-like
form if it is isomorphic to a curve given by an equation of the type

By2 = x5 + f4x
4 + f3x

3 + f2x
2 + x . (2)

It is easy to prove that a curve C as defined in Sect. 3 is transformable into
Montgomery-like form if and only if

– the polynomial f(x) has at least one root α in K.
– the number f ′(α) is a fourth power in K.

Thus, as in the case of elliptic curves, not all the curves are transformable into
the Montgomery-like form. Nevertheless, since the four coefficients can be chosen
arbitrarily in K, the number of such curves is about the same as for general genus
2 curves (O(p4) if K = IFp).
Please note that the first condition means that there is at least one 2-torsion
element in the jacobian variety of the curve C, so that the cardinality of the
jacobian is even.

4.2 The Kummer Surface

With elliptic curves, the main idea of the Montgomery method was to avoid the
computation of the y-coordinate. At first sight an analog for genus 2 curves would
be to avoid the computation of the polynomial v in the Mumford representation
and keep only u. But this is not satisfying since it has no mathematical sense.
In fact, with elliptic curves, working only with the x-coordinate means that we
identify a point and its opposite. The analog for genus 2 curves is called the
Kummer surface, where a divisor and its opposite are identified. The Kummer
surface is a quartic surface in IP3. We give here the definition of the Kummer
surface and its properties without demonstrations for curves in Montgomery-like
form. They were obtained using the same method as that in the book of Cassels
and Flynn on genus 2 curves ([3] or [8]). The Kummer surface is the image of
the map

κ : J(K) −→ IP3(K)

{(x1, y1), (x2, y2)} 7−→

(

1, x1 + x2, x1x2,
F0(x1, x2) − 2By1y2

(x1 − x2)2

)

,

with

F0(x1, x2) = (x1 + x2) + 2f2x1x2 + f3(x1 + x2)x1x2 + 2f4x
2
1x

2
2 +(x1 + x2)x

2
1x

2
2 .

In the following, for any divisor A ∈ J (C)), we will denote

κ(A) = (k1(A), k2(A), k3(A), k4(A)) .



More precisely, the Kummer surface is the projective locus given by an equation
K of degree four in the first three variables and of degree two in the last one.
The exact equation can be found online [9]. In passing from the jacobian to the
Kummer surface, we have lost the group structure (as was already the case with
elliptic curves) but traces of it remain. For example, it is possible to double on
the Kummer surface.
Nevertheless, for general divisors A and B, we cannot determine the values of
the ki(A + B) from the values of the ki(A) and ki(B) since the latter do not
distinguish between ±A and ±B, and so not between A±B. However the values
of the ki(A + B)kj(A−B) + ki(A−B)kj(A + B) are well determined. We have

Theorem 2. There are explicit polynomials ϕij biquadratic in the ki(A), ki(B)
such that projectively

ki(A + B)kj(A−B) + ki(A−B)kj(A + B) = ϕij(A,B) . (3)

Using these biquadratic forms, we can easily compute the ki(A+B) if the ki(A−
B) are known. We can also compute the ki(2A) by puting A = B.

4.3 Formulas for Adding

Proposition 4. Let K be a field of characteristic k 6= 2, 3 and let C be a curve
of genus 2 defined over K in the Montgomery form as defined in Sect. 4. Let K
denote the Kummer surface of C. Let A and B be two divisors on the jacobian of
C, κ(A) = (k1(A), k2(A), k3(A), k4(A)) and κ(B) = (k1(B), k2(B), k3(B), k4(B))
their images in the Kummer surface. Assume that the difference A−B is known
and that the last coordinate of its image in the Kummer surface is one (remember
we are in IP3(K)). Then we obtain the Kummer coordinates for A + B by the
following formulas :

k1(A + B) = ϕ11(A,B) ,

k2(A + B) = 2 (ϕ12(A,B) − k1(A + B)k2(A− B)) ,

k3(A + B) = k1(A−B)ϕ33(A,B) ,

k4(A + B) = 2(ϕ14(A,B) − k1(A + B)k4(A−B)) ,

where the ϕij are the biquadratic forms described in Sect. 4.2.

The expressions of the ϕij(A+B) are available by anonymous ftp [9] but require a
large number of operations in the base field to be computed. The main difficulty
is to find expressions which require the least possible multiplications in K. We
now give more precisely these expressions for the ϕij we are interested in. For
clarity we will denote κ(A) = (k1, k2, k3, k4) and κ(B) = (l1, l2, l3, l4).

ϕ11(A,B) = ((k4l1 − k1l4) + (k2l3 − k3l2))
2 ,

ϕ12(A,B) = ((k2l3 + k3l2) + (k1l4 + k4l1))(f3(k1l3 + k3l1) + (k2l4 + k4l2)) +

2(k1l3 + k3l1)(f2(k1l3 + k3l1) + (k1l2 + k2l1) − (k3l4 + k4l3)) +



2f4(k1l4 + k4l1)(k2l3 + k3l2) ,

ϕ33(A,B) = ((k3l4 − k4l3) + (k1l2 − k2l1))
2 ,

ϕ14(A,B) = (k1l1 − k3l3)(f3((k1l4 + k4l1) − (k2l3 + k3l2)) +

2((k1l2 + k2l1) − (k3l4 + k4l3)) +

f2(k4l4 + k2l2) + 2f4(k1l1 − k3l3)) +

(k2l2 − k4l4)((k2l3 + k3l2) − (k1l4 + k4l1) − f2(k1l1 + k3l3)) .

4.4 Formulas for Doubling

Proposition 5. Let K be a field of characteristic k 6= 2, 3 and let C be a curve
of genus 2 defined over K in the Montgomery form as defined in Sect. 4. Let K
denote the Kummer surface of C. Let also A be a divisor on the jacobian of C
and κ(A) = (k1, k2, k3, k4) its image in the Kummer surface. Then we obtain the
Kummer coordinates for 2A (κ(2A) = δ1, δ2, δ3, δ4) by the following formulas :

δ1 = 2ϕ14(A,A) ,

δ2 = 2ϕ24(A,A) + 2f3K(A) ,

δ3 = 2ϕ34(A,A) ,

δ4 = ϕ44(A,A) + 2K(A) ,

where the ϕij are the biquadratic forms described in Sect. 4.2 and K is the
equation of the Kummer surface also described in Sect. 4.2 and such that K(A) =
0.

This is just a consequence of Theorem 2. Let us note that in δ2 and δ4 we
added a multiple of the equation of the Kummer surface in order to simplify the
expressions as much as possible. We give now more precisely these expressions
for the δi.

δ1 = 8(k2
1 − k2

3)(f4(k
2
1 − k2

3) + 2(k1k2 − k3k4)) +

8(k1k4 − k2k3)(k
2
4 − k2

2 + f2(k1k4 − k2k3) + f3(k
2
1 − k2

3)) ,

δ2 = 8(k2
1 + k2

3 − f3k1k3 − 3k2k4)(k
2
2 + k2

4 − f3(k
2
1 + k2

3) + 4k1k3) +

16(k2k4 + f3k1kl3)(f4(k1k2 + k3k4) + 2(k2
2 + k2

4) + f2(k1k4 + k2k3)) +

32k1k3(4k2k4 + f2(k1k2 + k3k4) + (f2
2 + f2

4 )k1k3 + 8f4(k1k4 + k2k3)) ,

δ3 = 8(k2
1 − k2

3)(f2(k
2
1 − k2

3) + 2(k1k4 − k2k3) + f3(k1k2 − k3k4)) +

8(k3k4 − k1k2)(k
2
4 − k2

2 + f4(k3k4 − k1k2)) ,

δ4 = (k2
2 + k2

4)((k
2
2 + k2

4) − 2f3(k
2
1 + k2

3) − 8k1k3) +

(k2
1 + k2

3)(f3k1k3 + f4(k1k4 + k2k3) + 2k2k4 + f2(k1k2 + k3k4) +

(f2
3 − 4f2f4)(k

2
1 + k2

3)) − 8f2f4(k1k3)
2 .



5 The Montgomery Scalar Multiplication on Genus 2

Curves in Montgomery-like Form

5.1 Algorithm

We give here an analog for genus 2 curves of the Montgomery method for scalar
multiplication on elliptic curves described in Sect. 2.1. In the case of elliptic
curves, Montgomery’s method [24] avoids the computation of the y-coordinate.
We saw that an equivalent method in genus 2 was to work on the Kummer
surface. Of course we have the same restriction in the case of genus 2 curves,
namely that it is not possible to add two divisors except if their difference is
known. If D is some divisor, recalling that our goal is the computation of nD
for some integer n, the principle is, as it was already the case for elliptic curves,
to use pairs of consecutive powers of D, so that the difference between the two
components of the pair is always known and equal to D. The algorithm for scalar
multiplication is as follows:

Algorithm 2. Montgomery scalar multiplication algorithm for genus 2 curves
Input : D ∈ J (K) and n ∈ ZZ.
Output : κ(nD), the image in the Kummer surface of nD.

Step 1. Initialize (A,B) = ((0, 0, 0, 1), κ(D)) where (0, 0, 0, 1) is the image
in the Kummer surface of the neutral element on J (C).

Step 2. If the bit of n is 0, (A,B) = (2A,A + B).

Step 3. If the bit of n is 1, (A,B) = (A + B, 2B).

Step 4. After doing that for each bit of n, return A.

Note that, at each step, we always have B − A = κ(D) so that the addition of
A and B is possible.

5.2 Number of Operations

At each step of the algorithm, we perform both an addition and a doubling,
hence we just have to count the number of operations required for each of them.
In the following, M will denote a multiplication in K and S a squaring.

Table 1. Addition of A and B in K(C) if A−B is known

expressions operations
precomputations
{kilj}i,j=1..4

16M

ϕ11(A,B) S
ϕ12(A,B) 6M
ϕ33(A,B) S
ϕ14(A,B) 6M
κ(A + B) 3M

total 31M + 2S



Remark 1. The 31 multiplications include 7 multiplications by coefficients of the
curve.

Table 2. Doubling of A in K(C)

expressions operations
precomputations
{kikj}i,j=1..4

6M + 4S

δ1(A,B) 5M
δ2(A,B) 11M
δ3(A,B) 5M
δ4(A,B) 5M

total 31M + 5S

Remark 2. The 31 multiplications include 16 multiplications by coefficients of
the curve. Moreover the multiplications f3k1k3, f3(k

2
1 + k2

3), f4(k1k4 + k2k3) and
f2(k1k2 + k3k4) are not counted in δ4 since they were already computed in δ2.
Finally, we of course assumed that f2f4, f

2
3−4f2f4 and f2

2 +f2
4 were precomputed.

Hence, on a curve in the Montgomery form as in (2), the scalar multiplication us-
ing the Montgomery method requires 69|n|2 base field multiplications (assuming
that a squaring is a multiplication), where |n|2 is the number of bits of n.

5.3 Comparison with Usual Algorithms for Scalar Multiplication

To date, the best algorithms for scalar multiplication on genus 2 curves defined
over a field of odd characteristic are obtained by using mixed weighted projective
coordinates [21]. In this case, Lange needs 41 multiplications both for a mixed
addition and for a doubling. Hence our formulas requires fewer base field oper-
ations. But, in the Montgomery algorithm, we must perform both an addition
and a doubling for each bit of the exponent whereas one can use efficient algo-
rithms (like the sliding window method) with Lange’s formulas. Nevertheless,
this algorithm is still interesting for many reasons.

– As was the case for elliptic curves and as explained in Sect. 2.5, the Mont-
gomery algorithm is resistant to side-channel attacks, contrary to other al-
gorithms for scalar multiplications. For this reason it will be of interest to
people who need to implement hyperelliptic curves protocols on smart cards
or systems sensitive to side-channel attacks. For example, if one wants to
make safe algorithms using mixed weighted projective coordinates, one needs
to perform an extra addition when the bit of the exponent is one. In this
case, for each bit of the exponent, 82 base field operations are required and
with only 69, our algorithm allows a gain of 16 percent, which is significant.

– This algorithm is very easy to implement, there are no precomputations
(as in the sliding window method) and an element on the Kummer surface
requires only 4 base field elements whereas weighted projective coordinates
require 8 of them so that it is also interesting in terms of memory usage.



This last remark will be an advantage for constrained environments like
smart cards.

– It is very dependent of the coefficients of the curve. Indeed there are 23
multiplications by these coefficients but only 2 in Lange’s formulas. Hence a
good choice of the coefficients of the curve certainly allows better timings.
This is the subject of the following section.

5.4 Some Special Cases

In order to decrease the number of base field operations for our algorithm, certain
choices of coefficients of the curve are better to use. For example there are 6
multiplications by f3 in the formulas given in Sects. 4.3 and 4.4 so that, if one
chooses f3 = 0 or 1, the total amount of multiplications necessary for each bit of
the exponent is 63 instead of 69. In the following table, we summarize the gain
obtained in each operation. Let us note that there is no gain for the calculation
of ϕ11, ϕ33 and precomputations.

Table 3. Gain obtained if . . .

f2 = 0 f2 small f3 = 0 or small f4 = 0 f4 small
ϕ12 1 1 1 2 1
ϕ14 2 2 1 1 1
δ1 1 1 1 1 1
δ2 2 2 2 2 2
δ3 1 1 1 1 1
δ4 2 1 0 2 1

total 9 8 6 9 7

Remark 3. If two of these conditions on the coefficients are satisfied the gain
obtained is just the sum of the gains.

Of course this kind of restriction implies that fewer curves are taken into account.
For example, if K = IFp and f3 = 0, one can only choose three coefficients in IFp

(namely f2, f4 and B) so that the number of such curves is O(p3). Thus we lose
in generality. However, in cryptography, one only needs to find a curve such that
the order of its jacobian is divisible by a huge prime number. For this, one needs
enough choices of curves in order to be able to find a curve with this property
and O(p3) choices are of course widely sufficient.
Let us now examine more precisely a particular case and compare our algorithm
to usual ones. Let C be a genus 2 curve defined over K by an equation of the
form

By2 = x5 + f3x
3 + εx2 + x with ε = 0 or ± 1 and B and f3 ∈ K . (4)

There are O(p2) curves in this form (which is sufficient to find one of these
with nice properties for use in cryptography). Here, our algorithm of scalar
multiplication requires 52 multiplications for each bit of the exponent whereas
with mixed weighted projective coordinates,



– a sliding window method with window size equal to 4 requires in average 48
multiplications,

– a classical double and add requires 61 multiplications on average,
– a side-channel attack resistant double and add requires 81 multiplications.

Thus, our algorithm is 15 percent faster than a double and add, not so far from
the sliding window method (around 7 percent) and much more efficient if one
wants the operation to be resistant to side-channel attacks. Indeed, in this case,
we obtain a gain of 36 percent. Of course one can even be faster than the sliding
window method by choosing a small coefficient f3 but the number of such curves
becomes small.

Remark 4. Another means to accelerate this algorithm would be to choose f2,
f3 and f4 one word long. For example, on a 32 bits processor, if we are working
on some finite field of cryptographic size for genus 2 curves, a multiplication
of a coefficient of the curve and an element of the base field is about three
times faster than the usual multiplication in the base field. Hence, as there are
23 multiplications by coefficients of the curve, our algorithm will require the
equivalent of 53 multiplications, which is not so bad.

5.5 Examples

In this section, the base field is the prime field IF280+13 (so that cryptosystems
based on genus 2 curves defined over this field have the same security level than
those based on elliptic curves defined over some 160 bits prime field). Let C1, C2

and C3 be the genus 2 curves respectively defined by the equations

44294637780422381596577 y2 = x5 + 27193747657561668783534x4

+ 29755922098575219239037x3

+ 76047862040141126737826x2 + x ,

10377931047456722522292 y2 = x5 + 77304198867988157865677x3 + x2 + x ,

69418837068442493864220 y2 = x5 + x3 + x .

We compared our algorithm on these curves with a sliding window of size 4, a
classical double and add and a double and always add (used to resist against
side-channel attacks). For these three algorithms, we of course always used the
weighted projective coordinates as in [21] which are the more efficient ones.
In the following table, we provide the timings obtained using GMP 4.1.2 on a
Pentium IV 3.06 GHz. We carried out 1000 scalar multiplications in each case
with various divisors and 160 bits exponents.

Table 4. Timings

C1 C2 C3

Sliding window 13.4 ms 13.3 ms 12.9 ms
Double and add 16 ms 16 ms 15.5 ms

Double and always add 21.5 ms 21.5 ms 21 ms
Montgomery method 18.3 ms 13.6 ms 11.9 ms



6 Conclusion and Prospects

Thanks to the theory of the Kummer surface of a hyperelliptic curve of genus
2, we have generalized to genus 2 curves the method of Montgomery for scalar
multiplication on elliptic curves. As Montgomery does for elliptic curves, we re-
strict to curves transformable into Montgomery-like form. However, there are no
theoretical obstructions to generalize this method to all genus 2 curves. Indeed
Propositions 4.3 and 4.4 remain valid but the total amount of multiplications to
compute the biquadratic forms is really huge so that this method is not com-
petitive with the classical ones. This is not so surprising since it was already the
case for elliptic curves.
In fact, for people interested in cryptography, this restriction is not very impor-
tant since the number of choices of curves remains largely the same. The only
significant restriction is that the order of the jacobian of such curves is even and
then cannot be prime. But working with a jacobian whose order is twice a prime
is not less efficient than working with a prime order.
For elliptic curves, the standards are not transformable into the Montgomery
form because of this restriction and it’s really a shame because the Montgomery
method for scalar multiplication is the most interesting one (the fastest, easy to
implement, resistant to side-channel attacks). Up to now, there are no standards
for genus 2 curves. If such standards exist one day, it would be useful to take
the method that we developed into account.
Moreover, we have seen that, with some restrictions, we obtain very interesting
timings for the scalar multiplication on the jacobian of genus 2 curves. It would
be nice to verify (even if there is no reason for this) that these restrictions are
not awkward for finding jacobians suitable for cryptography (i.e. with a large
prime dividing the order). Unfortunately, algorithms for finding the order of the
jacobian over IFp are still under development ([11], [22]).
Finally, it would be very interesting to study the case of the characteristic 2,
since it is in that case that this method is the most efficient for elliptic curves.
For this, all the necessary mathematical objects, such as the Kummer surface,
remain to be defined.
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