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Some weak keys in McEliece public-key cryptosystem
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Abstract — We show that the Goppa codes I'(L,g)
where g is a binary polynomial constitute a recogniz-
able family of weak keys for McEliece cryptosystem,
thus inducing naturally a structural attack against the
system.

I. INTRODUCTION

In this paper we identify a set of weak keys of McEliece sys-
tem - Goppa codes generated by binary polynomials - thanks
to a polynomial time algorithm which recovers part of the au-
tomorphism group of a code. Such codes indeed have a non
trivial automorphism group which in general is the group of
automorphism of the field used as support of the code.

II. GOPPA CODES AND IDEMPOTENTS

Let GF(2™) denote the field with 2™ elements. We will denote
L ={a1,as,...,an} an ordered subset of distinct elements of
GF(2™) of cardinality n used to index the elements of GF'(2)".
For any ¢ € GF(2)" and any 8 € L, we will denote cg the
position indexed by 3 and ¢ = (cg)ger = (CaysCags- -+ Can)-

We consider binary codes of length n = 2™ and of support
L =GF(2") ={ai,...,an}. Two such codes C' and C’ are
equivalent if there exists a permutation 7 of L such as
C'=7(C) ={(Cays---1¢an) | (Cr(a1)s - Cr(an)) € C}

Definition 1 The Goppa code T'(L,g) is the set of words
c = (Ca;)izc1 € GF(2)" such as
Z?:l Ca;/(z+ i) = 0mod g(z)

Proposition 2 If the coefficients of g(z) are in GF(2) then
the automorphism group of T'(L, g) contains the Frobenius field
automorphism of GF(2™). That is

(car)Cany---1Can) €ET(L,g) & (ca%,cag, cscq2) €T(L, g)

McEliece public-key cryptosystem can be described as follows:
Let T be a binary Goppa code. The procedure ®r used
below can be easily derived from the decoding procedure of I'.

Secret key: The code I', a k X k non-singular matrix S, a
n X n permutation matrix P.

Public key: G’ = SGP,
where G is a generating matrix of T'.

Encryption: m — mG’ + e,
where e is a random vector of weight ¢.

Decryption: y — ®r(yP~1)S7!,
®r(zG + e) = x whenever the weight of e is ¢ or less.

The code of generating matrix G’ is equivalent to the secret
Goppa code. In its original paper [4], McEliece uses the family
of binary Goppa codes of length 1024 with Goppa polynomials
of degree 50.

We will consider a particular subclass of Goppa codes; those
defined by a polynomial with binary coefficients. In these
codes, the codewords whose supports are invariant under the
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action of the Frobenius field automorphism are called idem-
potents. A word ¢ € GF(2)" is an idempotent if any of the
following statement is true:

1. the support of ¢ is invariant under the Frobenius,
2. the support of ¢ is the union of conjugation cosets of L,
3. the locator polynomial of ¢ has its coefficients in GF'(2).

Note also that the subset of all idempotents is a subspace of
GF(2)", we will call its intersection with I'(L, g) the idempo-
tent subcode of I'(L, g), denoted Z(L, g).

ITI. WEAK KEYS IN MCELIECE CRYPTOSYSTEM

A signature is a mapping taking as argument a code C' and
an element 3 of L such as for any permutation 7 of L, we have
S(C,B) = S(7(C),7(B)). It is said to be discriminant for a
given code C' if there exist 8 # « such as S(C, 8) # S(C,~).

The support splitting algorithm takes a code with a trivial
automorphism group as an argument and returns with high
probability the most discriminant signature for the code, and
thus the conjugation cosets of the support of the code through
its automorphism group. Provided the hull of the code is not
too large, it is a polynomial time algorithm.

We will denote SA(C) the signature returned by the algo-
rithm for the input C'. The automorphism group of a Goppa
codes using a binary polynomial contains the group generated
by the Frobenius automorphism.

Thus, the exhaustive attack can be described as follows:
Given a code C’ used as public key in an instance of McEliece
cryptosystem,

1. Compute S = SA(C"),

2. If the partition associated to S and C’ is not “conjuga-
tion cosets like” then EXIT else —

3. For all g(z) in GF(2)[2] relatively prime to 2'°** —z and

square-free, compute S, = SA(I'(L, g)), if Sg = S then
RETURN(g(z))
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