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ryptosystemPierre LoidreauDGA and IRMAR, Université de Rennes 1Pierre.Loidreau�univ-rennes1.frkeywords:Abstra
t. In this paper we des
ribe the rank metri
 based M
Elie
etype 
ryptosystems whi
h where �rst introdu
ed by Gabidulin, Para-monov and Tretjakov in the 90's. Then we explain the prin
iple of Over-be
k's atta
k is so e�
ient on these types of systems. Finally we showhow to 
hoose the parameters so that the publi
-key size remain rela-tively small (typi
ally less than 20 000 bits), with a good se
urity againststru
tural and de
oding atta
ks.1 Introdu
tionCode based publi
-key 
ryptosystem form an interesting alternative to publi
-key 
ryptosystems based on 
oding theory. Their prin
iple was �rst stated byM
Elie
e in the early days of publi
-key 
ryptography, [20℄. These systems havesome ni
e properties su
h as� they are very fast in en
ryption and de
ryption 
ompared to number theorybased systems,� there are no algorithms working on quantum 
omputers that would enableto de
rease the 
omplexity of the atta
ks 
ontrarily to number theory based
ryptosystems,� the related 
omplexity problem have been widely investigated sin
e Shan-non's seminal paper more than 60 years ago.The main drawba
k whi
h made them unpra
ti
al in the 70's and 80's isthat the publi
-key size is too large to be implemented on limited resour
e de-vi
es, typi
ally several hundreds of thousands of bits. Therefore one of the great
hallenges designing of 
ode based 
ryptosystems is to �nd a way to redu
e thepubli
-key size, su�
iently to be implemented on 
heap devi
es.Sin
e 20 years several proposals were made in that sense. Basi
ally two di-re
tions have been 
onsidered. The �rst one 
onsists of exploiting the algebrai
stru
ture of families of 
odes to diminish the key-size. For instan
e using ofGoppa 
odes with a non-trivial automorphism group as the family of 
odes, [18℄,hiding the stru
ture of 
odes by taking sub
odes of generalised Reed-Solomon
odes [5℄, and more re
ently the using quasi-
y
li
 
odes [14℄, or dyadi
 Goppa




odes [21℄. However atta
ks against some of these systems show that the stru
-ture of the 
odes introdu
es stru
tural weaknesses in the publi
-key [17, 3, 23℄.The se
ond dire
tion whi
h is the heart of this paper 
onsists of using rankmetri
 rather than Hamming metri
, a metri
 in whi
h the de
oding problemshave the reputation to be more 
omplex. This idea was �rst used by Gabidulin,Paramonov and Tretjakov in 1991, who proposed a publi
-key 
ryptosystembased on a family of 
odes published by Gabidulin 
orre
ting rank errors, [13℄.In the seminal paper, they proposed to use publi
-keys as low as 5 000 bits.During the 90's, di�erent modi�
ations of the system were published, see [5,12, 25, 26, 4℄ espe
ially after the design of stru
tural atta
ks by Gibson [15, 16℄whi
h lead to in
reasing the key size, however these kind of systems survived untilOverbe
k designed a somehow devastating atta
k exploiting fully the stru
tureof the underlying family of 
odes, [30℄.Until now the question was to know if 
ryptosystems based on rank metri

an be made resistant to Overbe
k's atta
k or not, by keeping a publi
-key sizereasonably small 
ompared to the 
ounterpart in Hamming metri
. A �rst stepin the analysis of the problem 
onsists in fully understanding the prin
iple onwhi
h is based Overbe
k's atta
k, that is to know, the relative stability of the
odes under the a
tion of the Frobenius automorphism of the 
odes. In a se
ondstep, we establish results and relations between parameters so that the atta
kdoes not work.In a �rst part we re
all some essential properties of rank metri
 and ofGabidulin 
odes. In a se
ond part we design an atta
k on the system. This atta
kuses the same stru
tural �aw as Overbe
k's atta
k, and has the same workingdomain. From the study of the working domain of the atta
k, a 
on
eiver 
andedu
e parameters to se
ure the 
ryptosystem.2 Ba
kground on rank metri
 and Gabidulin 
odesIn this se
tion we brie�y re
all the de�nition of rank metri
 and Gabidulin 
odes,whi
h form the heart of rank metri
 based 
ryptosystems. We will use only �eldsof 
hara
teristi
 2 but all these results 
an be extended to �elds of any prime
hara
teristi
.2.1 Rank metri
Let GF (2m) be the �nite �eld with 2m elements and let (β1, . . . , βm) be a basisof GF (2m) over GF (2).Dé�nition 1 ([9℄)Let x = (x1, . . . , xn) ∈ GF (2m)n. The rank of x in GF (2) is the rank of thematrix X = (xij), where xj =
∑m

i=1 xijβi. It is written Rg(x).The rank of a ve
tor is a norm, independent of the 
hosen basis (β1, . . . , βm),and if C is a linear 
ode, the minimum rank distan
e of C is naturally de�ned by
d

def
= min

c∈C∗

(Rg(c))



Let C be a 
ode, y be a ve
tor and t be an integer, the 
omplexity problemBounded de
oding for 
odes in rank metri
 
an be de�ned as:Bounded de
oding(y, C, t)Find if exists c ∈ C and e ∈ GF (2m)n with Rg(e) ≤ t su
h that y = c + e.If d denotes the minimum rank distan
e of C, k its dimension, and in the 
asewhere t ≤ (d − 1)/2, this problem has either one or zero solution. In the 
asewhere there is exa
tly one solution, the best algorithms to �nd the solution areprobabilisti
 algorithms due to Ourivski and Johannson and have average workfa
tor, whi
h are based on the prin
iple of �nding 
odewords of the smallest rankin a linear 
ode, [27℄:� Basis enumeration algorithm: Wbases ≈ (k + t)32(t−1)(m−t)+2.� Coordinate enumeration algorithm: W
oord ≈ (k + t)3t32(t−1)(k+1).If we 
onsider the same problem on the same parameters but in Hammingmetri
, solving the problem is 
onsiderably less di�
ult, [7, 1℄. This is the reasonwhy M
Elie
e types rank metri
 based 
ryptosystems 
an theoreti
ally employpubli
-keys of mu
h smaller size than for Hamming metri
 based 
ryptosystems.2.2 Gabidulin 
odesLet g = (g1, . . . , gn) ∈ GF (2m) linearly independent over GF (2). Let
G =






g1 · · · gn... . . . ...
g
[k−1]
1 · · · g

[k−1]
n




 , (1)where [i]

def
= 2i is the ith power of the Frobenius automorphism ofGF (2m)/GF (2).Dé�nition 2 ([9℄)The Gabidulin 
ode Gabk(g) over GF (2m) of dimension k and generatorve
tor g is the 
ode generated by G.The error-
orre
ting 
apability of Gabk(g) is ⌊(n − k)/2⌋. There are verye�
ient de
oding algorithms for Gabidulin 
odes up to the rank error 
orre
ting
apability [9, 10, 32, 31, 19℄.3 M
Elie
e type 
ryptosystems based on rank metri
In this se
tion we �rst des
ribe the original GPT 
ryptosystem, published in1991, by Gabidulin, Paramonov and Tretjakov, [13℄. Other versions where laterpublished like the one by Ourivski and Gabidulin, using a right s
rambler whi
his a linear isometry of rank metri
 [25℄. It is immediate to see that this versionis a generalisation of the initial proposition. Therefore we will only present thisversion of the 
ryptosystem.



3.1 The original systemParameters� The �eld GF (2m)� An integer t1Key generation The private key is 
omposed with� S, a k × k non-singular matrix with 
oe�
ients in GF (2m).� G, a k × n matrix over GF (2m) generating a Gabidulin 
ode of generatorve
tor g = (g1, . . . , gn) under the 
anoni
al form given in (1). Hen
e we 
an
orre
t up to rank t = ⌊(n − k)/2⌋ errors.� Z, a k × t1 matrix with 
oe�
ients in GF (2m).� T, a (n + t1)× (n + t1) non-singular matrix with 
oe�
ients in GF (2). Thematrix T is a linear isometry of rank metri
 [2℄.The publi
-key is thus the k × (n + t1) matrix
Gpub = S(G | Z

︸︷︷︸

t1 cols

)T (2)The en
ryption pro
edure is exa
tly the same as for the original M
Elie
e
ryptosystem:En
ryption Let x ∈ GF (2m)k be the information ve
tor that must be en
rypted.The 
iphertext y is
y = xGpub + ewhere e is a ve
tor of rank ≤ t = ⌊(n − k)/2⌋The de
ryption pro
edure is:De
ryption Let y be the re
eived 
iphertext, we have
y = xGpub + e,where Rg(e) ≤ t. Then the re
eiver 
omputes

yT−1 = x(G | Z) + eT−1,and removes the last t1 positions of yT−1. Finally he de
odes in the Gabidulin
ode of generator matrix G.The se
urity of the 
ryptosystem relies on the following two assumptions:� The 
ode generated by Gpub behaves randomly.� Solving Bounded de
oding(y, C, t), where C is a random 
ode of length n,dimension k over GF (2m) is di�
ultAs shown in se
tion 2.1, the se
ond assumption is satis�ed provided the pa-rameters are su�
iently large. The �rst assumption however is more problemati
,sin
e the previous 
ryptosystems based on s
rambled Gabidulin 
odes have untilnow been severely atta
ked.



3.2 Stru
tural atta
ksOne of the main problem in designing rank metri
 based 
ryptosystems is thatthere is only known family of 
odes with a fast de
oding algorithm, the familyof Gabidulin 
odes. Therefore all rank metri
 based 
ryptosystems have to relyon 
odes derived from Gabidulin 
odes (s
rambled 
odes, sub�eld sub
ode forinstan
e). Moreover, it is impossible to use Gabidulin 
odes without s
ramblingthe stru
ture as it was shown by Gabidulin (
ase where t1 = 0). Namely inthat 
ase there exists an atta
k re
overing a de
oder for the publi
-
ode inpolynomial time. This atta
k is an analog of Sidel'nikov-Shestakov atta
k in the
ase where Generalised Reed-Solomon 
odes are used in the Hamming metri
based M
Elie
e 
ryptosystem.Moreover, di�erent atta
ks have shown that the s
rambling matrix Z hadto be very 
arefully 
hosen. The �rst person to atta
k stru
turally the initialparameters was Gibson [15, 16℄, who exploited some properties of Gabidulin
odes. After these atta
ks some new parameters, as well as modi�
ations of thesystem were proposed to render Gibson atta
ks ine�
ient, [12, 25℄. More re
entlyOverbe
k used Gibson's atta
ks as bla
k boxes against the new versions of thesystem, [29℄. But the most powerful atta
k until now using fully the stru
ture ofthe 
odes was still proposed by Overbe
k who 
ryptanalysed almost all versionsof M
Elie
e type 
ryptosystems based Gabidulin 
odes, [28, 30℄. To prevent theatta
k from su

eeding, the parameters should be so mu
h in
reased that theinterest of rank metri
 systems de
reases 
ompared to Hamming based systems.The su

ess of this approa
h is that Overbe
k fully exploits the large stru
tureof Gabidulin 
odes, that is that the interse
tion of a k�dimensional Gabidulin
ode and the Gabidulin 
ode on whi
h the Frobenius automorphism a
ts is a
k − 1�dimensional Gabidulin 
ode, namely it:

Gabk(g) ∩ Gabk(g)[1] = Gabk−1(g
[1])To show how to design 
ryptosystems whi
h are resistant to Overbe
k's at-ta
ks, and still with very reasonable key sizes, we �rst need to present an atta
kwhose e�
ien
y is 
omparable to that of Overbe
k's. The heart of the atta
k isdes
ribed in proposition 1, whi
h is not in Overbe
k's work.The publi
 key is given by the matrix Gpub from equation (2). Let us re
allthat G[i] is the matrix derived from G, by elevating ea
h 
omponent to the ithpower of the Frobenius automorphism, that is to the power 2i.If all the 
omponents of Gpub are elevated to the powers [1], [2], . . . , [n−k−1],we obtain











Gpub
G

[1]pub...
G

[n−k−1]pub 







︸ ︷︷ ︸

Gpub =









S 0 · · · 0

0 S[1] . . . 0... 0
. . . ...

0 · · · S[n−k−1]









︸ ︷︷ ︸

S








G Z

G[1] Z[1]... ...
G[n−k−1] Z[n−k−1]








︸ ︷︷ ︸

(G | Z)

T, (3)
where� Gpub is a k(n − k) × n matrix of rank n − 1, thanks to the properties ofGabidulin 
odes.� Sin
e S is non-singular, so is S.� Sin
e T has 
oe�
ients in the base �eld GF (2), for all i, T[i] = T, and Thas rank n + t1.� Z is a k(n − k) × t1 matrix of rank s ≤ min(k(n − k), t1).Sin
e we want to optimise the publi
-key size in the design of the system itis reasonable to suppose that t1 is mu
h less than k(n − k). In that 
ase, if Zis 
hosen randomly, then Z has very probably rank t1. This implies that Gpubis very probably of rank n + t1 − 1. Hen
e its right kernel has rank 1. Thisleads to the following proposition whi
h shows that in the 
ases where the rightkernel is one dimensional, a de
oder form the publi
-
ode 
an be re
overed inpolynomial-time.Proposition 1If the right kernel kerr(Gpub) of Gpub has dimension 1, then� There exists a ve
tor h of rank n over GF (2) su
h that

ker(Gpub) = { T−1(αh | 0)T | α ∈ GF (2m)}.� Let y ∈ ker(Gpub), then every matrix Q of size (n + t1) × (n + t1) and with
oe�
ients in GF (2) su
h that Qy = (x | 0)T , is non-singular and satis�es
TQ−1 =

(
A B

0 D

)

,where A is an n × n non-singular matrix, and D is an t1 × t1 non-singularmatrix. Su
h a matrix Q 
an be determined in polynomial-time.Proof� Sin
e the right kernel of Gpub has dimension 1 the kernel of (G | Z)is of the form (αh | 0) where h generates the right kernel of G. But
G generates a n − 1�dimensional Gabidulin 
ode whose dual is a 1�dimensional Gabidulin 
ode with generator ve
tor h. This implies inparti
ular that h has rank n over GF (2).



� Let y ∈ ker(Gpub). From the stru
ture of the kernel des
ribe in thepre
eding item, we have y = T−1(αh | 0)T . Suppose we have determineda binary non-singular matrix Q su
h that
Qy = (x | 0)T = QT−1(αh | 0)T .If we split QT−1 into four blo
ks su
h that

QT−1 =

(
A′ B′

C′ D′

)

,then we have C′hT = 0. Therefore for all i = 1, . . . t1, cih
T = 0 where

ci is the ith row of C′. Sin
e the 
omponents of C′ are in GF (2) andsin
e h has rank n over GF (2), we have that αh has also rank n over
GF (q) and for all i = 1, . . . , t1 we have ci = 0. Moreover, sin
e Q isnon-singular, the inverse (QT−1)−1 = TQ−1 is also upper-triangular byblo
ks.Given y ∈ ker(Gpub) we determine a non-singular matrix Q by:1. Solving the equationQ2y

T = 0 where Q2 is a t1 × (n + t1) matrix ofrank t1.2. Determining a matrix Q1 su
h that
Q

def
=

(
Q1

Q2

)

,is invertibleSin
e y has rank n over GF (2) the matrix Y obtained by expanding the
omponents of y over a basis of GF (2m)/GF (2) has size m × (n + t1)and rank n. Hen
e the right kernel of Y has dimension t1. Finding Q2
onsists thus in �nding a bases of the right kernel of Y, sin
e we have tosolve YQT
2 = 0. This 
an be done in polynomial time.

�Now whenever the right kernel kerr(Gpub) has rank 1, by applying the pre-vious proposition, we 
an �nd a matrix Q satisfying
GpubQ−1 = S(GA | Z′).Sin
e A is non-singular and has 
omponents in the base �eld GF (2), the matrix

G′ = GA generates Gabk(gA). If we denote by G1 the n �rst 
olumns of
GpubQ−1, the atta
ker has to solve the equation

G1 = SG′,that is G1 is a randomly 
hosen generator matrix of Gabk(gA). This 
an bedone in polynomial time [11℄. The matrix S thus determined is unique.We have just proved the following proposition



Proposition 2If the right kernel of Gpub given by the equation (3) has dimension 1, anatta
ker 
an re
over in polynomial-time matri
es Q,S and Z su
h that
GpubQ−1 = S(G′ | Z′),where� Q is a (n + t1) × (n + t1) matrix with 
oe�
ients in GF (2),� S is a k × k non-singular matrix� G′ generates a k-dimensional Gabidulin 
ode,� Z′ is a k × t1 matrix.4 Whi
h parameters for a rank metri
 based
ryptosystemFrom previous se
tion, the parameters of the system must be 
hosen so that thedimension of the right kernel of Gpub is greater than 1, and even su�
iently largeto avoid enumeration so that an atta
ker fall by 
han
e on a ve
tor of the dualof the Gabidulin 
ode by sele
ting a ve
tor randomly in the kernel.The following 
orollary gives us information to 
hoose the parameters of thesystem so that we 
annot apply the previous atta
k.4.1 Design 
riteriaCorollary 1 Let Gpub = S(G | Z)T of size k × (n + t1). If there is an integer

ℓ su
h that
1 ≤ Rg(Z) ≤

t1 − ℓ

n − k
,then the dimension of kerr(Gpub) is greater or equal to 1 + ℓ.ProofIf s = Rg(Z), then Rg(Z) ≤ s(n − k). Hen
e Rg(Gpub) ≤ s(n − k) + n − 1.Then if s(n − k) ≤ t1 − ℓ, the right kernel of Gpub has dimension ≥ 1 + ℓ.

�Therefore to prevent atta
ks based on the prin
iple des
ribed in previousse
tion, it su�
es to 
hoose ℓ ≥ 1 and the distortion matrix Z su
h that
Rg(Z) ≤

t1 − ℓ

n − k
,whi
h implies t1 > (n − k).Now here are the 
riteria that have to be taken into a

ount in the design ofthe 
ryptosystem:� First note that the dimension of kerr(Gpub) must be large enough to avoidenumerations sin
e the ve
tor h dis
ussed in proposition 1� Se
ond, the best de
oding atta
k has to be of su�
ient 
omplexity. We takeas referen
es the 
omplexities given in se
tion 2.1� Third we try to obtain the smallest possible size for these systems



4.2 Proposition of parametersSuppose that we want to rea
h a se
urity of 280 binary operations for the sys-tem. In table 1 we propose two sets of parameters, involving a Gabidulin 
ode
orre
ting rank 6 errors over GF (224)24. We 
an easily show that the 
omplexityof the de
oding atta
ks is larger than 280� In the �rst proposal kerr(Gpub) has dimension 5 over GF (224)� In the se
ond proposal kerr(Gpub) has also dimension 4 over GF (224)This implies that an atta
k 
onsisting in enumerating the right kernel and testingall ve
tors 
andidates for being h will take on average (2120 − 1)/(224− 1) ≈ 296tries.The last 
olumn shows how it is possible to improve the transmission rate ofthe system by using a modi�
ation proposed in [4℄. It in
reases the transmissionrate by
(m + n − t)t − r

m(n + t1)
,where r is the number of sele
ted random bits.

m = n k s t1 Key size De
oding k/n Improv. BeLoi2004
24 12 3 40 14 976bits > 2

83
19% 30%

24 12 4 52 18 432bits > 2
83

15, 8% 24, 3%Table 1. Proposed parameters
5 Con
lusion and perspe
tivesIn this paper we have shown how to 
hoose parameters be to design rank metri
based 
ryptosystems. The resulting proposals are publi
-key 
ryptosystems withpubli
-keys of very reasonable sizes 
ompared to the original M
Elie
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ryptosys-tem.The performan
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